
  Cleaning your computer 

 That is physically opening the box and 
removing dust. 

 Copy available 

 Also email copy  
ask Colin 

 January is when 
 we do the club 
 computers. 
*** 



 Backing up your computer. 

 Doing a clean out of your computer would 
be a good idea at this time 
*** 



 Install Major updates. 

 If your computer is not set to update 
automatically.  

 Go to Windows update its in Control Panel. 
*** 



 Install security software and update it 
regularly.  

 Install Driver Easy to keep all Drivers up-
to-date.  
*** 



 Stop and think before you share any personal 
or financial information? about yourself or 
your friends and family.  

 Know what your children / Grandchildren are 
doing online. Make sure they know to stay 
safe and encourage them to report anything 
suspicious. 

 More Info go to: ASCCA ascca.org.au  or 
Staysmart online: staysmartonline.gov.au 
*** 



 Phone calls from Microsoft Service dept. (Fakes).  
 There’s something wrong with your windows! 
 What Windows? Nothing wrong with my Windows!!  
 Your Microsoft Windows. What’s A Microsoft 

Window?  
 Your computers Microsoft Windows! I don’t have 

a computer! 
 The awakening “You don’t have computer, good 

by”. The entire conversation done with me typing 
on the keyboard. 

 Every person I know who has had this hoax has 
been called at least 3 times each time around. 

 This might look funny but Police take it seriously. 
*** 



 Credit Card theft. 

 Can’t Happen to you? 

 Yes it can 

 It got me 

 How?? 

 What to do. 

 Watch your STATEMENTS. 

 Any errors then 

 Ring Bank. 

 



 Emails that claim to be from your bank, 
Credit Card Company or some other service 
you use. It usually asks you to send your 
account details, and sometimes your PIN, 
either by return email or through a website. 

 DON’T 

 The scammer rings you and says he needs 
access to your computer to remove a virus. 
This ties to previous about call centre calls.  
Just hang up. 
*** 



 Emails that claim to be from your bank, 
Credit Card Company or some other service 
you use. It usually asks you to send your 
account details, and sometimes your PIN, 
either by return email or through a website. 

 DON’T 

 The scammer rings you and says he needs 
access to your computer to remove a virus. 
This ties to previous about call centre calls.  
Just hang up. 
*** 



 How phishing works 

 Fraudsters like using well-known company 
names for two reasons;  

 first, these names appear trustworthy and 

  second, the recipient is quite likely to be an 
actual customer of theirs. 

  The objectives of these fake emails vary: 



 

 

 



 This is a slightly better attempt and is aimed 
primarily at recipients using the online payment 
service Paypal.  

 They claim that there were failed login attempts 
and the recipient should therefore open the file 
attached to the mail. The recipient will then be 
asked to enter their account details and if he 
does, the fraudster will have full access to his 
Paypal account.  

 

 



 

 

 



 

 

 

This fraud attempt aims especially at people's curiosity. As far 

as we can see, it is at least about a bank transfer, and there is 

also a file attached to the mail. Unfortunately a lot of 

recipients of such emails overlook the fact that they are not 

personally addressed and that they probably did not even 

have a pending transfer. The layout does not really look 

professional, either. 

 

What's interesting here is the fraudster's intention: they would 

like you to open the attached ZIP file disguised as a PDF file. 

Once you open the ZIP file, it will contain the executable file 

report485770.pdf.exe which is also disguised as a PDF file 



 

 

 



 

View Emsisoft articles at: 

 http://www.emsisoft.com/en/kb/articles/ 

 There are some very good hints on 
protecting yourself. 

 Removing problems 

http://www.emsisoft.com/en/kb/articles/
http://www.emsisoft.com/en/kb/articles/


 Use a Security Suite. (Sometimes called internet suite) 

 Comodo Suite - Firewall, Anti-Virus, anti-
Spyware. (Free) 

 Trend Micro - Firewall, Anti-Virus, anti-
Spyware. 

 Kaspersky Internet Security Suite. 

 Microsoft Essentials - integrates with Windows 
XP, Vista or Windows 7 Firewall (Download from 

internet or Club computer or use club CD in Club room). 

 *** 

 



 Anti-Spamware / Malware program. –  Any or 
ALL 
 

 Malwarebytes & or 
 

 Ad-Aware & or 
 

 A Squared 
*** 

 


